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o Existing metrics do not correlate well with human perception.

➢ General Data Protection Regulation (GDPR): "the use of additional 
information can lead to identification of individuals”

➢ PerceptAnon (Perception of Anonymization) identifies and quantifies 
privacy-compromising cues in face/full body pseudonymized images.

Existing global image metrics and their alignment with human perception

New dataset for face/full-body anonymity

Comparison of different metrics on our dataset train/test splits

o PerceptAnon has stronger correlation to human perception than existing metrics. 

How to best align PerceptAnon with respect to human 
perception?

➢  Extend PerceptAnon to consider different characteristics like medical 
images.

➢  Develop anonymization techniques that consider full anonymity including 
residual privacy compromising cues in anonymized image background.
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PerceptAnon metric

Annotations score 1-10 on degree of anonymity achieved. Two human annotation setups:
o HA1: annotators only see anonymized image
o HA2: annotators original and anonymized image pairs

o HA1: CNN with anonymized image 
input (x’ )

o HA2: Siamese network with 
original-anonymized image pair 
input (x,x’ )

Trained using both classification (CE) 
and regression (MSE) loss

o PerceptAnon focuses on remaining potential privacy compromising cues 

PerceptAnon’s faithfulness to human perception under:
o Varying class granularities
o Regression vs. classification training strategy

Correlation between HA1 and HA2

PerceptAnon GRAD-CAM visualizations

o Current anonymization techniques focus on local face/full body pseudonymization.

o This can leave privacy compromising background cues globally.

o Humans interpret images wholistically to identify and assess such cues.
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➢  Image anonymity often equates to pseudonymity; no current metric 
addresses global image privacy, including residual background cues.

➢  We propose novel annotation and evaluation setups to study and 
understand image privacy from a human perspective.

➢  We introduce PerceptAnon, a learning-based metric that better aligns with 
human perception of global image privacy.

➢  PerceptAnon not only considers original-anonymized image pairs but also 
sole anonymized images, mimicking human perception.
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